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Abstract

With the bursting development of computer science and the hardware technology, Internet of
Things and wireless sensor networks has been popularly studied in the community of engineering. Under
the environment of Internet of Things, we carry out theoretical analysis and numerical simulation on the
sensor network spectrum detection technology based on cognitive radio network. As a means of
information and intelligence, information service system is an important research hotspot in the field of
Internet of things. Wireless sensor network is composed of a large number of micro sensor nodes, which
have the function of information collection, data processing, and wireless communication, characterized by
the integration of wireless self-organization. However, most of the methodologies proposed by the other
institutes are suffering form the high complexity while with the high time-consuming when processing
information. Therefore, this study is to assess the economic feasibility of using the optimized multipath
protocol availability and the increased bandwidth and several mobile operators through the use of cost-
benefit analysis, single path selection model is to develop more path agreement to achieve better
performance. To test the robustness, we compare our method with the other state-of-the-art approach in
the simulation section and prove the effectiveness of our methodology. The experimental result reflected
that our approach could achieve higher accuracy with low time-consuming when dealing with complex
sources of information.
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1. Introduction

Wireless sensor network consists of a large number of random distribution, energy
consumption and resource constraints of sensor nodes, it has the perception, calculation ability
and communication ability, through self-organization way constitute the wireless network,
collaboration to real-time acquisition and processing of the physical world information, can
realize the function of 10T comprehensive perception. If the realization of cognitive radio
technology in wireless sensor network, not only can alleviate the congestion of public frequency
band, and reduce the work frequency of the wireless sensor network also makes the node after
single jump coverage is wide and change, which greatly simplifies the network topology. But the
cognitive radio technology has brought many challenges to wireless sensor networks [1-2].
Wireless sensor network requires new algorithms and protocols to achieve the two key
techniques: cognitive radio spectrum sensing and dynamic channel switching. For energy
constrained wireless sensor network, to be successful introduction of cognitive radio technology,
not only to achieve these two techniques, more to reduce the energy consumption in the
process of implementation. Spectrum sensing to shorten the sleep time of sensor nodes which
increase the burden of the nodes to monitor channel for the exchange of test results and traffic.
Inevitable detect errors and will cause the sensor network conflict with major customers, further
increase the additional energy consumption. In addition, frequent channel switch also consumes
a lot of energy. Because often exist multipath fading wireless communication environment,
hidden terminal and time-varying characteristics, in this environment, the individual is rather
difficult to can realize accurate spectrum sensing. The use of space diversity characteristics,
adopt the method of multiple user cooperation awareness can effectively overcome the above
problems impact on the reliability of spectrum sensing.
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As a result, of this study is to assess the economic feasibility of using the multipath
protocol availability and increased bandwidth and several mobile operators. Through the use of
cost-benefit analysis, single path selection model is to develop more path agreement.
Demonstrate the use of the model, there are two potential mobile application scenarios, from
increasing availability or bandwidth. In the following sections, we will discuss the issues in detalil.

2. Our Proposed Methodology and Approach
2.2. The Sensor Network Spectrum Detection

With the development of wireless communication, wireless spectrum has become
increasingly scarce, but some of the frequency spectrum utilization is not filling urn. For more
effective to improve spectrum utilization, need to further improve the traditional spectrum
management method, therefore, which used in cognitive radio spectrum analysis strategy has
become a hot research topic [3]. Cognitive radio spectrum can be detected and can be adjusted
according to the use of the corresponding and new technique is an effective use of spectrum.
Automatic spectrum detection the basis of a variety of cognitive wireless sensor network
coexistence, but how to make the spectrum detection is more reliable is still a research hot spot.
In fading channel, the multipath effect, shadow effect and local interference will cause the signal
to noise ratio range is lower than the threshold, tests are not complete so a single wireless
sensing technology is unreliable. But due to different position signal intensity in the network, if
collaboration for distributed detection, through the network can avoid detection could not be
completed. Support vector machine is a kind of based on statistical learning model and structure
risk minimum principle of machine learning method, is widely used in statistical classification,
applicable to linear separable and linear inseparable with under the small training samples can
obtain the characteristics of the good classification effect. The SVM classifier can be used to
training the time-domain signal spectrum. At the same time after using compression perception
spectrum detection problem can be treated as linear inseparable case classification problem [4].
In the spectrum sensing algorithm based on compression perception and energy test, the
computational complexity of system are mainly concentrated in the reconstruction of the signal,
so we try to avoid the compressed signal reconstruction and direct use observation sequence
test spectrum. In the formula one, we define the objective function.

)(:{(X,Z)IXERN,X=\I"S,||S||OSk,"s"ZSR} (1)

Observation matrix is Gaussian random matrix, and the sparse matrix is orthogonal
matrix, the two irrelevant, and compressed sensing matrix with isometric conditions for large
probability constraints.
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Here we only care about the classification of the samples and not to reconstruct the
original time domain signal, so does not need to know the sparse matrix. So in the time domain
signal in a transform domain with known sparse features, direct observation matrix is used to
change the time domain signal is mapped to a domain, and in the observational domain
classifier training and sample classification, its performance and directly to classify performance
close to the original time domain signal. In the architecture of wireless sensor network, a large
number of sensor nodes are randomly distributed in the monitored area, to test the need of
physical quantities, these sensor nodes in accordance with the self-organization mode of
network, with the method of multiple hops to transmit data to monitoring center or the Internet,
users can monitor center for wireless sensor networks or the Internet [8]. As a result of the
common sensor nodes communication ability is weak, often in wireless sensor networks based
on region divided into many clusters, each cluster to set up a communication ability strong node
as the cluster head, cluster head is responsible for collecting interest within this cluster node,
and then through multiple hops way to transfer the information to the gathering node, the node
is responsible for the exchange of information with the outside world [9].
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Wireless sensor network and cellular mobile telephone network, wireless local area
network and other traditional wireless network using the wireless signal communication, but they
have different features and design goals [10]. In the wireless sensor network, in addition to a
small number of nodes need to move beyond, most nodes are stationary, and generally in a
state of mobile cellular mobile telephone network users, how to ensure that the user call quality
in mobile case, at the same time the use of the maximum save bandwidth, is a cellular mobile
telephone network need to solve the problem. Suppose in a narrow band cognitive in sensor
network have a primary user, it allows secondary users use the spectrum in spectrum free
circumstances. In order to make full use of spectrum resources and does not affect the main
users, secondary users must be able to quickly and accurately perceive the presence or
absence of user signal. In order to improve cognitive performance, ordinary secondary user's
perception of the local information transmitted to the fusion center, according to the fusion
center receives the information of each node in the judgment [11]. Each sensor node spectrum
perception can be regarded as a binary hypothesis test problem.

nj, H
Xk (n):{ §k( ) 0 (3)
sc(n)+&(n), H,
Traditional energy detection method first received after the sampling signal modulus
square, then the energy accumulation by using statistics, comparing with the decision threshold
finally and makes a ruling which is shown in the formula four.
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Conclusion by statistical knowledge: if the n independent random variables are subject
to Gaussian distribution, is that the sum of the squares of the N random variables to degrees of
freedom for N card distribution [12]. When the average N random variables not zero, they pose
of the sum of the squares of the chi-square random variables are subject to the center. When
the energy accumulation points when N is large enough, the use of central limit theorem, chi-
square distribution can be approximate to Gaussian distribution denoted as the following.
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Because of various cognitive node distributions in different geographical location, signal
sampling, the perception of the starting time is not necessarily synchronous. At the same time,
the perception to the fusion center data transmission between nodes when asked delay is not
the same, these factors will seriously affect the synchronous collaboration sensory perception
performance of the algorithm. In addition, the signal in a certain period of when to appear, when
to exit in the spectrum is unpredictable, this may result in the phase spectrum perception signals
had already disappeared. Data fusion center using Bayesian optimal decision rules of the
likelihood ratio as the weight of each soft decision, and according to the statistical features of
authorized spectrum occupied model, the sensory information from the asynchronous data
fusion, realize the signal is about the existence of a certain spectrum soft decision, so as to
complete the function of cooperative spectrum sensing. In the formula 6, we define the
compression sampling equation.

N
X=Y sy, or x=Ws (6)
i=1

The observation sequence, resulting from the compressed sensing is numerical data,
and in the process of classifier training numerical larger data in the data set plays a leading role,
influence of training to get the performance of the classifier. Signal observation sequence
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normalization preprocessing to interval, avoid big data in the data set plays a leading role and at
the same time reduce the computational complexity. Collaboration with existing sequential
detection often only does sequential detection in FC, and CSDS method in each node to do a
first order penetration test. This is because for a certain period of logarithmic likelihood ratio,
concrete data may be absolute value is very small, if need to directly upload the logarithmic
likelihood ratio to FC, for the impact of judgment is very small, but it consumes more
collaboration overhead [13-14].

At the beginning of each time slot, all nodes to check whether there is data transfer: if
not, the network within the time slot to enter a dormant state; Spectrum detection. Otherwise,
the network began a significant characteristics of wireless sensor network is to have a large
number of intensive distribution of sensor nodes and this topology is very suitable for
cooperative spectrum detection. Cooperative spectrum detection than the non-cooperative
spectrum detection has higher reliability, especially in a multipath fading and shadow
communication environment [15]. Assume that all sensor nodes in wireless sensor network
cooperative spectrum detection on a channel at the same time. The scheduling node and the
test results of each node in the fusion and decision, get the whole network of the final test
results. All data in the process of testing through public control channel transmission of wireless
sensor network. If the detected a main user channel is idle, each sensor node in the letter on to
scheduling node to transmit data. Through the reply to confirm when the frame in data
transmission, the sensor node and data transmission scheduling nodes are known results. If the
sensor network transmission to the main user channel is busy state, in the current time slot for
the rest of time to enter a dormant state, wait until the next time slot ran test spectrum. The

Figure 1 illustrates this.
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Figure 1. The Deployment of the Sensor Network Spectrum Detection

2.3. The Cognitive Radio Network

Wireless sensor network is composed of a set composed of a large number of sensors
deployed in monitoring area of the wireless network and it can be used for collaboration to
perceive, collection and processing network coverage of the area of perception object
information, and sent to the controller. Sensor nodes structure will be designed according to
different application scenarios, the structure of the wireless sensor network node is used to
describe the different periods and different types of sensor nodes. The role of power supply
module is to provide energy to all sensor nodes, typically the initial energy of sensor nodes is
equal, but in order to guarantee the transmission task, gateway and the initial value of the base
station is larger. Information processing module is composed of two parts of the computing and
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storage, the sensor node itself, the collected data are stored in memory. Cluster head and base
station is used to calculate function, used to allocate and manage the information transmission
and will accept the information fusion processing. Sensor module main duty is to of all kinds of
information collection and monitoring environment. After the commissioning of the wireless
communication module, all sensor nodes can accomplish the communication between each
other, work together and monitoring tasks.

The features of the cognitive radio network could be summarized as the following. (1)
Sensor nodes are usually distributed in very extensive areas, in order to complete the
perception of the real world, high density, sensor node deployment is also very intense. The
whole wireless sensor network system reliability and quality of work rely on large-scale,
redundancy of embedded devices to work together to implement and improve. In this way,
through perceived information in the view of the different space signal-to-noise ratio is bigger. In
a large amount of information, distributed processing method can effectively improve the
accuracy of the monitoring, and lower precision requirements for a single sensor node. Due to
the presence of large amounts of redundant nodes, the system fault tolerance. (2) Each sensor
node in the wireless sensor network is random division in monitoring area, the location of the
node can't accurate location in advance, the neighbor relationship between nodes are
unpredictable, this requires that each sensor node itself has high ability of self-organization
which can automatically configure and automatic management, through the network protocol
and topology control mechanism automatically form forwarding monitoring data more wireless
network. (3) Common cable communication distance of sensor nodes, in a few meters to
hundreds of meters. Nodes can communicate with in your communication within the scope of
the adjacent nodes. But if you need to communicate with more than its communication range of
the other nodes, you must pass by other nodes forwarding routing. The multi-hop routing of
wireless sensor network is the common network node collaboration, that is to say, sometimes
sensor nodes need to act as the sponsor of the information, forwarding and the recipient the
three roles [16]. (4) Sensor network is different from the address centered to the Internet, it is a
task-based network and its aim is to obtain the data information. Sensor nodes in a network of
all use serial number identification, the network node number is unified depends on the
communication protocol of the system. Unable to determine the position of the sensor nodes in
advance, the serial number of sensor nodes are depending on the system dynamic allocation,
namely node number and the node position is no necessary link between the two. (5) Sensor
energy supply in the wireless sensor network is usually carry from its own battery, once the
battery runs out, that the sensor node will not be able to continue to work. Extend working hours
of all nodes, therefore, that means the whole prolong the working life of the wireless sensor
network. The node in the data transmission phase is the consumption of energy, this requests
us in the case of complete the task does not affect as far as possible to reduce data
transmission, so as to achieve the purpose of save energy and prolong the life of the whole
network [17].

In the Internet of things, an awareness of sensing nodes will environment, so often
appear this kind of condition, namely perception nodes in a network, signal is always less than
spectrum allocation and it greatly reduces the benefit of a single user perception [18]. Nodes
and perception of the Internet of things is numerous, so the last of the algorithm is proposed in
the next chapter we consider specific spectrum users perception demand of the objective
function, goal is to minimize the perception of the failed to satisfy the user benefits. In the
Figure 2, we show the flowchart of the proposed method. Each user perception expressed with
a node, if two users perception or conflicts between the interference and then these two users
cannot use the same frequency at the same time, the need to add a cable between two nodes.
Cloud computing is the core of the Internet of things intelligent information analysis. The use of
cloud computing technology, make the real-time dynamic management of hundreds of millions
of various types of objects. With the development of the Internet application, the increase of the
number of the terminal, can process mass information, with the aid of cloud computing for
auxiliary decision-making which will promote the information processing ability. Therefore, as a
kind of virtualization, cloud computing solution of hardware and software operation, it can
provide the Internet of things with efficient computation, storage capacity, provide extensive in
the link of the Internet of things network engine.
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Figure 2. The Flochart of the Proposed Algorithm

From the point of the Internet of things applications, their construction industries are of the
system, is not convenient to a variety of business expansion, construction standard, if there is
no unified standard Internet access, integration management platform, the Internet of things will
be because of differences in various industries can't produce scale effect, increase the use of
complexity and cost. At the same time there is even a collection and a collection is already
assigned frequency band, said in accord with the constraint conditions and the distribution of
target under the premise of a collection of frequencies assigned to the user perception. Another
collection can be described using spectrum. The formula 7~8 defines the process.

M k
Nie =MN=NYi, = > j, (7)
q=1

q=1
S k S
F)ih = 2’1 /ZJ':lli P (8)

Due to the user at the same time, in the possessive spectrum space perception cannot
produce interference to primary users, and perception of users and the main location is
constantly changing, so the perception of different users, its can use frequencies are generally
not the same. Network layer according to the perceived extension of business characteristics, to
optimize the network features, better realize the content and the communication between,
content and communication among the people as well as interpersonal communication, it
requires must establish an end-to-end global network. There are a lot of equipment access in
the Internet of things, is a ubiquitous access, heterogeneous access. Each user perception has
the two corresponding collections, namely each node has two sets associated with it.
Perception of users in a certain time and space can be used on the spectrum of a collection of
resources, is the available spectrum matrix. Sensing spectrum section in the user access to the
collection, will not affect the main users or other perception. Spectrum is usually divided into a
series of orthogonal sub band, the main users take up one of the band, to a certain power to
communicate and there is no interference between frequency and frequency band [19-20].
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3. Experimental Analysis and Simulation

In this section, we conduct numerical simulation on the proposed methodology to test
the feasibility of our approach. The simulation platform is: PC with 2.43GHz CPU, 8GB RAM,
Windows 7 operating system and MATLAB R2013a special edition. Due to the interference
phenomenon of wireless, within the cluster after cluster head, if the distance between them is
less than the cluster radius, can produce interference between clusters. Secondary the closer
the distance between the cluster head, then the interference between the clusters will be
stronger. It may even cause message retransmission, lead to additional energy costs. So,
setting up secondary clustering linear wireless sensor network protocols in each subnet
irrigation area, to comprehensive consideration of cluster communication energy consumption
and communication distance and cluster communication coverage overlap between the two
communication interference problems. First of all, the former initial cluster number is 1, the
average which is 0.5, effectively reduce the choice scope of cluster heads. Make a cluster head
in a reasonable range. Because of the improvement after clustering algorithm in the initial
clustering is introduced connectivity, so choose a reasonable initial cluster heads. Too much of
the original algorithm to form cluster number and cluster structure is more fragmented, and the
improved algorithm of cluster number is 6, the formation of cluster structure size is reasonable,
good network connectivity; Second in the final cluster head election season 4 times per cluster
head election probability increased. Although compared with the original algorithm improves the
election error probability increase 2 times. But due to the introduction of connectivity in advance
to ensure the final cluster head election is in a reasonable scope, so the accuracy will not
reduce, and the algorithm can pass fewer iteration elects the final cluster heads. In the Figure 3,
we show the experimental comparison of the average transmission power performance, the
corresponding curves are the methods proposed by us and by the literatures of [4-7]. In the
Figure 4, we show the experimental comparison of the sum rate and the additional reference
method is proposed by [9] as the most the right side of the curve. To test the robustness of the
algorithm, we demonstrate another set of experiment as the Figure 5 and 6, respectively. From
the experimental result, we could easily conclude that our method performs well. Compared with
the other state-of-the-art algorithms, our methodology achieves the better performance and the
stronger robustness. As for the accuracy, our methodology enhances the traditional ones by the
degree of the 23%. As for the time-consuming, our algorithm reduces the overall time consumed
in the extent of the 21%. The simualation result is satisfactory.
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4. Conclusion

In this paper, we conduct theoretical analysis and numerical simulation on the sensor
network spectrum detection technology based on cognitive radio network under the environment
of Internet of Things. As another revolution of information industry, wireless sensor network the
logical information world and the objective physical world together, changed the way of
interaction between human and nature, the impact on human are comparable to those obtained
with the emergence of the Internet. Along with the increasingly wide application of wireless
sensor network, its security problems are brought to the attention of the people, the security
problem is not only related to the network the confidentiality of information, and is of great
significance for the stable operation of the network itself. Time synchronization protocol is
wireless sensor network is an important part of the many applications of wireless sensor
network, information query, for example, target tracking, node positioning, rely on accurate time
synchronization, time synchronization protocol is also the foundation of many communication
protocol run. Therefore, the safety of time synchronization protocol is the need of the wireless
sensor network and stable operation which is also the foundation of multi-channel
communication. Our propose methodology solves the issues well which could be reflected from
the experimental result. In the near future, we plan to use the network optimization theory to
modify the current method to obtain better result.

Acknowledgements
This work is financially supported by the scientific research program of Shaanxi
Provincial Education Department (Program No. 14JK2156).

References

[1] T Ali, P Siddiqua, MA Matin. Performance evaluation of different modulation schemes for ultra wide
band systems. Journal of Electrical Engineering. 2014; 65(3): 184-188.

[2] H Wang, J Wang. An effective image representation method using kernel classification. The 26th
International Conference on Tools with Artificial Intelligence. Limassol (CY). 2014: 853-858.

[3] A Massouri, L Cardoso, B Guillon, et al. CorteXlab: An open FPGA-based facility for testing SDR &
cognitive radio networks in a reproducible environment. 2014 IEEE Conference on Computer
Communications Workshops (INFOCOM WKSHPS). Toronto, Canada. 2014: 103-104.

[4] D Zhang, Q Liu, W Xu. Access Convergence of Mechanical Equipments to Heterogeneous
Networking Environment in Internet of Things for Manufacturing. Journal of Convergence Information
Technology. 2013.

[5] KE Alexander. Barriers and enablers to delivery of the healthy kids check: an analysis informed by
the theoretical domains framework and com-b model. Implementation Science. 2014; 60(6): 396-415.

[6] Z Guo, X Wang, J Tang, X Liu, Z Xu, M Wu, Z Zhang. R2: An application-level kernel for record and
replay. The 8th USENIX conference on Operating systems design and implementation. San Diego,
CA (US). 2008: 193-208.

TELKOMNIKA Vol. 14, No. 1, March 2016 : 101 — 109



TELKOMNIKA ISSN: 1693-6930 ® 109

[7]
(8]

9]

[10]
[11]

[12]

[13]
[14]
[15]
[16]
[17]

(18]

[19]

[20]

H Skinnemoen. Introduction special issue on dvb-rcs2. International Journal of Satellite
Communications & Networking. 2013; 31(5): 199-200.

AM Shah, S Zhang, C Mapl. Cognitive radio networks for Internet of Things: Applications, challenges
and future. The 19th International Conference on Automation and Computing (ICAC). London (GB).
2013: 1-6.

M Gechev, S. Kasabova, AD Mihovska, et al. Node discovery and interpretation in unstructured
resource-constrained environments. The 4th International Conf. on Wireless Commun., Vehicular
Technology, Information Theory and Aerospace & Electronic Systems (VITAE). Aalborg(DK). 2014:
1-5.

F Antoénio, L Miguel, O Rodolfo, et al. Channel Availability Assessment for Cognitive Radios.
Technological Innovation for the Internet of Things. Springer Berlin Heidelberg. 2013.

F Anténio, L Miguel, O Rodolfo, D Rui, B Luis. Channel Availability Assessment for Cognitive Radios.
Technological Innovation for the Internet of Things. Springer Berlin Heidelberg. 2013.

A Aijaz, M Tshangini, M Nakhai, et al. Energy-Efficient Uplink Resource Allocation in LTE Networks
With M2M/H2H Co-Existence Under Statistical QoS Guarantees. Communications |EEE
Transactions on. 2014; 62(7): 2353-2365.

J Leithon, JL Teng, S Sun. Energy exchange among base stations in a Cellular Network through the
Smart Grid. 2014 IEEE International Conf. on Commun., (ICC). Sydney (AU). 2014: 4036-4041.

AM Alberti. A conceptual-driven survey on future internet requirements, technologies, and
challenges. Journal of the Brazilian Computer Society. 2013; 19(3): 291-311.

M Usman, | Koo. Secure cooperative spectrum sensing for the cognitive radio network using non-
uniform reliability. Scientific World Journal. 2014.

C Wan, X Feng, IN Center, ZT College. Accurate detection of dos attacking signal based on
spectrum aliasing pre-distortion effect. Bulletin of Science & Technology. 2014.

HP Corporation. A new intrusion detection system based on classification algorithm in wireless
sensor network. Journal of Electrical & Computer Engineering. 2014.

JH Martin, LS Dooley, KCP Wong. A New Cross-Layer Dynamic Spectrum Access Architecture for
TV White Space Cognitive Radio Applications. Intelligent Signal Processing Conf. London (GB).
2013: 1-6.

Zhang, Huiying, Hongzuo Li, Xiao Dongya, Cai Chao. Performance Analysis of Different Modulation
Techniques for Free-Space Optical Communication System. TELKOMNIKA (Telecommunication
Computing Electronics and Control). 2015; 13(3).

Indrawati, Irmeilyana, Fitri Maya Puspita, Oky Sanjaya. Internet Pricing on Bandwidth Function
Diminished With Increasing Bandwidth Utility Function. TELKOMNIKA (Telecommunication
Computing Electronics and Control). 2015; 13(1): 299-304.

Research on Sensor Network Spectrum Detection Technology based on... (Wenzhun Huang)



